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Abstract

Nowadays, we know that Wireless Sensor Networks (WSNs) are being widely applied in many fields of human life such
as civil and military applications. WSNs are broadly applied for vatious applications in tracking and surveillance due to
their ease of use and other distinctive characteristics compelled by real-time cooperation among the Sensor Nodes (SNs).
When applying the WSN in the real world we have to face many challenges such as security, and storage due to its
centralized server/client models. Although WSNs can bring a lot of benefits and conveniences. This paper discusses an
in-depth survey of a blockchain-based approach for malicious node detection, an exhaustive examination of the
integration of blockchain techniques with WSNs (BWSN), and insights into this novel concept.

Keywords: Witcless sensor networks, Blockchain technology, Malicious node detection, Secutity issues, Centralized,
Distributed.

1 | Introduction

Wireless Sensor Networks (WSNs) are generally composed of dispersed micro-devices (termed
Li Bi . . . . el
leensee Big sensors), which may be embedded and possess simple or various sensing capabilities [1]. These
Data and Computing . . . .. . . ..
. I networks are widely used in various areas such as smart homes, military and industrial applications
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open access article due to their wide range of coverage areas support, massive precision monitoring, remote monitoring,

distributed under the fast stabilization, high fault tolerance and ease of use and unique characteristics including self-
terms and conditionsof | organization [2]. Usually, Sensor Nodes (SNs) are deployed randomly or according to a calculated
the Creative Commons model, they interact closely with the surrounding environment [3]. These SNs operate unattended or
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without any remote monitoring system. That means they are working in an environment that is

license . . .
vulnerable to hackers and has a great risk of being tampered with. Hackers can attack sensor networks
(http://creativecommons.

. using physical methods [4]. In addition, taking advantage of some mistakes in the network
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deployment process and hackers can attack the network. Blockchain is a technology that allows the
transmission of data securely based on an extremely complex encryption system, similar to a

company's accounting ledger, where data is closely monitored and record all transactions on the peet-

to-peer network [5]. Each block contains information about its creation time and is linked to the
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previous block by hash code and transaction data [6]. Once the data is recorded by the network, there is
no way to change it. Blockchain is designed to resist fraud and alteration of data [7].

Integrating blockchain technology into WSNs will bring a lot of benefits. A large number of connections
between sensor devices will be handled thanks to the distributed nature of blockchain [8]. This will
significantly decrease the costs associated with installing and maintaining large centralized data centres [9].
At the same time, computing and storage needs are distributed to all devices in the network [10]. In
addition, when blockchain technology is integrated into WSN:Ss, it will eliminate the centralized architecture
of WSNs [11]. They found the weighted trust approach to be more rapid in the latter scenario [12]. While
similar malicious node detection approaches offer a practical resolution to the malicious node detection
problem in WSN, none provides a mechanism to store the execution process of malicious no detection or
to store the original node data for accurate traceability in the future [13]. The emergence of smart contracts
and blockchain techniques gives a novel route for detecting malicious devices in WSNs [14].

2 | Literature Review

Wireless Sensor Networks

Modern-day sensors are ubiquitous; our daily lives are consumed with sensor-based applications in cars,
cell phones, computers, electrical gadgets, factories, machines, wristwatches, and even in the human body
[2]. WSNs are generally summarized as a network of nodes that sense information jointly and, in general,
allow interactions with remote computing devices, persons, and the nearby environment [15]. In WSNs,
all nodes are equipped with sensors to sense physical phenomena, such as temperature, light, pressure,
humidity, and so on to process information and then send them to a sink or base station for more
processing and analysis [16]. WSNs can be heterogeneous and may have thousands of tiny SNs. A single
node usually contains extremely low processing, storage, and broadcasting capability [17].

Maintaining the integrity of the specifications

The so far listed security requirements of WSN are data confidentiality, data integrity, data freshness, and
data authentication and availability [18]. With the introduction of blockchain, authentication and
identification of devices will be secured over distributed database technology. Each 1oT node can be
registered and authenticated in the blockchain and will have a unique ID and address [19]. Thus, it will
help in the unique identification of the device. In traditional WSNs, data will be accessed using a centralized
network by different devices through a central server. The process of accessing this data is shown in g,
1. However, the number of devices participating in the network and the demand for large-scale network
applications are increasing [20]. Therefore, using a centralized server is no longer an effective approach for
large-scale WSN systems. The WSNs system requires the integration of the most advanced technologies
[21].

3 | Wireless Sensor Networks and Blockchain Techniques

This section explains the overview of WSN, classifications of wireless sensor nodes, WSN challenges,
overview of blockchain techniques, important blockchain features, and blockchain security analysis [22].
Complete all content and organizational editing before formatting. Please note section A-D below for more
information on proofreading, spelling, and grammar. An encryption and trust evaluation model is proposed
on the basis of blockchain in which the identities of the Aggregator Nodes (ANs) and SN are stored. The
authentication of ANs and SNs is performed in public and private blockchains, respectively. However,
inauthentic nodes utilize the network's resources and perform malicious activities. Moreover, the SNs have
limited energy, transmission range, and computational capabilities, and are attacked by malicious nodes.
Afterward, the malicious nodes transmit wrong information about the route and increase the number of
retransmissions due to which SN's energy is rapidly consumed [19]. The lifespan of the WSN is reduced
due to the rapid energy dissipation of the SNS. Furthermore, the throughput increases, and packet loss



increase with the presence of malicious nodes in the network. The trust values of SNs are computed to
eradicate the malicious nodes from the network. Secure routing in the network is performed considering
residual energy and trust values of the SNS. Moreover, the Rivest-Shamir-Adleman (RSA), a
cryptosystem that provides an asymmetric key, is used for securing data transmission. The simulation
results show the effectiveness of the proposed model in terms of a high packet delivery ratio.

For numerous applications, the location data of the nodes must be known. Since this data is not
necessarily obtainable, there is great interest in methods for assessing the locations of individual nodes.
The accuracy and computational complexity of such “localization” algorithms are still a major problem.
But, there are cases where the nodes are located in one of some pre-determined conditions. In those
cases, calculating the relative positions of the nodes relative to each other may be enough to decide their

true positions.

1. Blockchain is a protected and distributed ledger that eases storing and tracing resources independent
of centralized third party authority.
II.  Input: cmndb, third-party, sn, 7, 6, QM, cmndb — BDS.
III.  Output: detected malicious nodes.

Using the computed 7, SN utilizes the function (Vote) to choose the malicious node ID. The function
is separated into three segments: first, along with the real scene, set a suitable Threshold of Voting (T'V),
followed by, SN decide the 1 range of everything in the coverage region sensors.

if > TV then

node is malicious

else

node is normal

Lastly, the malicious node ID cast:

I. The word “data” is plural, not singular.
II. The malicious SNs discovery blockchain smart.
III.  Contract (cmndb—SC) proposed in this survey includes the following relations.
IV. Cmndb-SC D (NC, sensort,sn,n, 8, QM,Cmndb-BDS).

Here,

I. NCis the Cmndb—SC publisher.
II.  Snis the node of aggregation, which the NC authorizes to vote.
III. % is the node’s reputation.
IV. & is the indicator of malicious node assessment, which has FR, DT, and RT.
V. QM is the positioning technique of WSNs.
VI. Cmndb—BDS is the Cmndb information structure.

Some common mistakes

1. Itinvolves massive energy expenditure as each transaction needs powerful hardware resources.
II.  Scalability is a key limitation of BWSN. It is because authentication of transactions by most nodes takes
some time for verification.
III.  Privacy protection is another major challenge ahead of Blockchain Wireless Sensor Network (BWSN).
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4 | Blockchain-Based WSN Solutions for Data Management

Although scalability and latency remain a direct challenge for information storage with blockchains,
information management frameworks for WSN using blockchains have the advantages of widely imposed
information credibility and non-reliance on semantics to logging WSN information formation actions.
With distributed storage methods, like InterPlanetary File Systems (IPES), executed along with blockchains,
the WSN bulk information can be saved off-chain while keeping immutable logs and linked to the
information inside the blockchain. Blockchain-based solutions are visualized to be at least partly
distributed. The WSN information of the user is maintained safe and private, exclusive of third-party
interference for service provision. Olivera proposed a structure for saving medical records using blockchain
exclusively for keeping reports and inquiries while employing available WSN information storage methods
for hosting WSN information. The authot’s proposed solution is built in three stages:

1. Oft-chain-based cloud information storage on Decentralized Hash Tables (DHT).
II. Blockchain-based method for the WSN information access control saved in the DHT.
III.  The WSN edge devices.

Off-chain storage widely related solutions have shown promise for a distributed information management
method in the WSN. For instance, a cloud blockchain with a multitiered structure was proposed to store
WSN information.
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Fig. 1. Centralized, decentralized, and distributed WSN and WSN data flow and
BWSN data flow.

Table I. Comparision between types of WSNs.

WSNs with Blockchain WSN off-Chain-based Chain
Decentralized Centralized
Distributed ledger Client-server architecture

High power consumption
High security

Requires a device with a
large processing speed and
storage capacity

More difficult to
implement and maintain

Low power consumption
Low security

WSN devices have limited
processing speed and storage
capacity

Simple to implement and
maintain
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Fig. 2. Blockchain-based wireless sensor network structure for malicious nodes detection.

5 | Conclusion

This paper discussed recent trends in blockchain technology, focusing on recent studies on Blockchain-
based Wireless Sensor Networks (BWSNs). Collecting data from the surrounding environment becomes
easier thanks to the strong development of sensor technology. Thus, greatly improving people's lives
due to the benefits that WSNs bring. However, the current WSN architecture is based on the
server/client model, so there are still many limitations, especially scalability, security, and distributed
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data storage. With outstanding advantages in the emergence of blockchain technology, this is considered
an effective solution to overcome the above limitations. In this article, we have provided an overview
of the benefits and challenges of applying blockchain technology to WSN. Finally, we can show, the
participation of blockchain technology will solve the limitations of WSN. At the same time, it also creates
quite many new challenges. Therefore, we still need more research to investigate the implementation of
blockchain technology in the WSN network.
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